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1 Revision History 

Version Date Summary 

1.0 26-11-2018 First version 

1.1 12-12-2018 
Updated supported browsers and 

allowed certificate 

1.2 10-02-2019 Changed links 

1.3 15-08-2022 
Changed template and removedall 

AS2 references 

1.4 02-06-2023 

Updated supported browsers, new 

testbed screenshots and link 

replacement 

 
2 Scope 

This document provides guidance on how to use the OpenPeppol testbed when 
onboarding as a new Access Point (AP) in the PEPPOL eDelivery Network. It explains 
the prerequisites and walks you through the onboarding process. 

3 OpenPeppol Testbed 

The OpenPeppol testbed will be used for onboarding new Service Providers aiming to 
ensure compliance to the Peppol Network and the Peppol specifications. The testbed 
support Peppol AS4 testing and will be based on self-initiated test using automated 
testing procedures with as little human interaction as possible. 

 

Successful completion of Acceptance testing will be validated through evaluation of test 
results by the OpenPeppol Operating Office. A positive result is required before 
OpenPeppol can issue a Peppol PKI production certificate allowing the new service 
provider to enter into production mode. 
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4 The Onboarding Process 

4.1 Prerequisites and configuration  

The following prerequisites must be met by the testing service provider before initiating 
any test sessions: 

● Make sure you have your PKI v3 AP Test certificate at hand. The 
certificate needs to be imported into your browser and to be used for 
client authentication. 

● Make sure you have the URL for your AS4 endpoint ready. 
● Make sure you are using “acc.edelivery.tech.ec.europa.eu” as the SML (Please 

consult the documentation for the access point software you are using). 

● Your AP must implement HTTPS with certificate chains to Certificate Authorities 
(CAs) which are trusted by the Peppol community. Your certificate must be trusted 
by both Microsoft and Oracle CAs. Self-signed certificates are considered non-
compliant and will not be accepted when onboarding as a Peppol service provider. 
To test your SSL configuration, go to https://www.ssllabs.com/ssltest/. It must be a 
grade A or above. This will eventually also be controlled by the OpenPeppol 
Operating Office. 

● Your AP MUST be configured with the very same PKI v3 AP TEST certificate 
that you use when accessing the Testbed. 

● Your AP URL MUST only refer to HTTPS. 
 

4.2 Supported web browsers 

We can only guarantee that the Testbed website behaves in the correct manner if you 
are using any of the below web browsers: 

● Google Chrome, version 100.0 and above 
● Firefox, version 99.1 and above 
● Microsoft Edge, version 101.0 and above 

If you end up in a situation where you are able to enroll for a test suite, but you never see 
it displayed as an active suite, then your browser setup is most likely not supported, 
please use an alternative one if possible. 
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4.3 Entering the Testbed for the first time 

A Peppol PKI AP or SMP Test Certificate must be installed (depending on what test you’re 
running) in your browser before visiting the Testbed for the first time.  

Client certificate authentication must be setup in your browser according to the following 
instructions:  

Windows Google Chrome 

Windows Mozilla Firefox 

OS-X Generic 

4.4 Preparation 

After installing the PKI certificates, go to https://www.testbed.peppol.org, which is the URL of 
the Testbed environment. 

The browser will prompt you to identify yourself with a certificate; choose your Peppol PKI 
AP TEST certificate.  

 
 

 

Figure 1 example of certificate prompt 

 

An example of the prompt (might look different in your environment depending on your 
OS and browser) is illustrated in Figure 1. 
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4.5 eDelivery test suite walkthrough 

This part aims to show you how to use and complete the eDelivery test suite. This part 
requires that you have correctly setup your browser by installing a Peppol PKI test certificate 
as specified in sections 4.3 and 4.4. 

Navigate to https://www.testbed.peppol.org after installing a Peppol Test AP certificate in 
your browser. The Testbed environment will automatically recognize that it is an AP 
certificate and load the eDelivery test suite page if your browser is set correctly and the 
certificate is installed.  

If this is your first time using the eDelivery test suite, you must first enroll by providing the 
following information: 

Participant ID and Scheme ID: Give a valid participant identifier. All the test cases available 
in the test suite will be carried out by using these identifiers  

Endpoint URL: The participant’s AS4 endpoint 

Implementation name & version: Give a name and version for your AP implementation 

After filling in the information, click the “ENROLL TEST SUITE” button. 

An example filled-in the enrolment form is shown in Figure 2. 

 

Figure 2 example AP filled in form 
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You will be presented with the available test cases for this test suite once you have 
successfully enrolled in the test suite. Figure 3 illustrates this. The following are the test 
cases included in the AP test suites: 

• TLS grading verification 

• AS4 message reception  

• AS4 message submission 

• Invalid certificate handling 

• Large AS4 message reception 

• Large AS4 message submission 

It’s worth noting that the eDelivery test suite’s test cases don’t have to be performed in 
order. Instead, any test case is ready to be run at any moment. The sole restriction is that 
only one test case may run at a time. Once a test case is running, the remainder of the 
test cases become unavailable until the current one is finished. 

 

Figure 3 AP test suite Test cases 

The “TLS grading verification” test case performs an automatic grading of the TLS 
configuration on the provided endpoint URL. The result must be an A or above to fulfil 
Peppol’s requirements to pass this test. This test case may take up to 15 minutes to 
complete depending on how complex your infrastructure is to evaluate. The grading is done 
by a tool provided by Qualys SSL Labs. The grade is A in this example walkthrough supplied 
endpoint URL; therefore, it passes the test, as seen in Figure 4. 
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Figure 4 TLS grading example evaluation 

In the “AS4 message reception” test case, the Testbed environment will generate a file and 
send it to the under-test AP. No SMK/SMP participant registration is required, a static 
configuration will be utilized to address the transaction directly to the AP endpoint URL 
provided during the AP enrolment form. Figure 5 depicts successfully receiving the message 
(directly with no SMK/SMP) and passing the test. 
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Figure 5 AS4 message reception 

In the “AS4 message submission” test case, the under-test AP is expected to send a 
document supplied by the Testbed environment. The sender will be the participant provided 
during enrolment (participant id and scheme id), and the receiver will be the Testbed. 
Download the zip package containing the ready-to-send XML artifact, as shown in Figure 6. 
Before sending the file, do not alter it in any way, as the Testbed may have trouble 
correlating it appropriately. Figure 6 also depicts successfully passing the test. In case of 
errors, examine them, and once corrected, restart the test. 
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Figure 6 AS4 Message submission 

The “Invalid certificate handling” verifies that your implementation can identify invalid 
certificates. Download the zip package, containing ready-to-send XML artifacts. The zip 
package includes 3 XML artifacts to be sent. Please send them in the same sequence as 
their naming suggests and be observant if any errors occur. Before sending the file, do not 
alter it in any way, as the Testbed may have trouble correlating it appropriately. Figure 7 
shows the successful test scenario. If any errors occur, examine them, and once corrected, 
restart the test case. 

 

 



 

OpenPeppol Test and onboarding guide 

02.06.2022 

  
  Page 11 of 15 

OpenPeppol AISBL       info@peppol.eu 

Rond-point Schuman 6, box 5, 1040 Brussels, Belgium   www.peppol.eu 

Corporate identification number 0848.934.496 (Register of Legal Entities Brussels). 

 

Figure 7 Invalid certificate handling 

In the “Large AS4 message reception” test case, the Testbed environment will generate a 
large file and send it to the under-test AP. No SMK/SMP participant registration is required, 
a static configuration will be utilized to address the transaction directly to the AP endpoint 
URL provided during the AP enrolment form. Figure 8 Large AS4 message reception 
example depicts successfully receiving the message (directly with no SMK/SMP) and 
passing the test. 
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Figure 8 Large AS4 message reception example  

In the “Large AS4 message submission” test case, the under-test AP is expected to send a 
large document supplied by the Testbed environment. The sender will be the participant 
provided during enrolment (participant id and scheme id), and the receiver will be the 
Testbed. Download the zip package containing the ready-to-send XML artifact, as shown in 
Figure 9. Before sending the file, do not alter it in any way, as the Testbed may have trouble 
correlating it appropriately. Figure 9 also depicts successfully passing the test. In case of 
errors, examine them, and once corrected, restart the test. When the test suite is complete 
(all test cases are passed), the test suite is automatically marked as complete and a PDF 
report is now made available for download, as shown in Figure 9. 
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Figure 9 Large AS4 message submission example  

4.6 Finalizing and submitting test report 

When you have downloaded your test report it needs to be uploaded to the Peppol 
Service Desk which can be accessed here: 
https://OpenPeppol.atlassian.net/servicedesk/customer/portal/1  

In here you choose the request type called “Test and Onboarding” as shown in Figure 10: 
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Figure 10 Service desk ticket creation 
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Please fill in all the necessary information and make sure you attach the test report. 
OpenPeppol Operations will then review your test and if everything is OK they will prompt 
your Peppol Authority who will contact you to request your Production PKI certificate 
through the Peppol Service Desk. 

 


